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How Block Armour helped a leading
telcom provider in Indonesia to
enable Zero Trust based

Unified Secure Access
to IT systems




Our client is a well-known Indonesian telecommunication services provider, It is
an infernet service provider and CDMA cellular operator. With around 10,000
emp|oyees spreod across Indonesia, it has one of the \orgesf IT infrastructures

distributed across mu|ﬂp|e locations.

Enabling access to the OSS/BSS systems and other critical applications

THE CHALLENGE

for such a \orge workforce during the pandemic was difficult, and the
organization was unprepared for the sudden transition from an in-office
connectivity to a remote Working environment. As a result, the organization
found itself in an eerreme\y difficult situation, with no precedent for providing
secure and compliant access to staff working from home. Moreover, they
also wanted to enforce robust access control for internal workforce accessing
from LAN environment after appropriate endpoint posture evaluation. Thus
the organization wanted a unified secure access solution which permits only
comp\iam‘ and authorized devices to secure\y access authorized internall
Opp\icoﬁons |occ1\|\/ and remo‘re\y.
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MAJOR CONCERNS

The issues faced by our client were:

™

S

S

Lack of a unified solution that allows secure access to distributed
opphccﬂons for all emp|oyees and contract workers working from
home.

|nobi|ify fo imp|emen+ a pre-access device security posture check
for the distributed users seekmg remotfe access.

Lack of proper security measures on persono| devices being used
to connect fo |T systems

|nobi|i’r\/ fo ensure a micro—segmerved access to critical
opphco’rions based on authorization.

High risk of malware and ransomware attacks via legacy 1PSec
VPN tunnel architectures.
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Block Armour implemented its Secure Shield solution that provides identity .
based unified secure access to critical opphco’rions from internal and remote
networks. The solution is robusﬂy designed using a unigue combination of Zero
Trust Network Access principles, Software Defined Perimeter (SDP) architecture,
and private permissioned Blockchain Techno|ogy. This organization |everogeo| the
secure remofe access copobih’ries of the solution that provides maximum security
during access to critical enterprise systems by ensuring:
z 9 P Y Y 9
o \:' Strong Multi-factor Authentication of users and their enclpoinT devices,
[ ] \:' Security posture validation of endpoinf device prior fo access.
I \:' |nvisibi|i+y of opp|icoﬁon resources on the network.
: \:' Centralized management of all opphcoﬂon access requirements across
d datacenters.
o K:' Po\icy based micro—segmen’red access to critical opphco‘rion resources .
m & RSA 4096 bit encryption enabled TLS channel for secure access between
internet based endpoinf and internal opp|icoﬂons.
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The Secure Shield Controllers and Secure Shield Gateways are configured in redundancy to
accommodate 5000 users to securely access 100 target resources or applications.

The Secure Shield Solution ensured that both the user and the device were validated before giving
access to opp|icoiions. It contains a built-in soft token-based MFA system for added security.

In addition, the solution’s Device Posture Check also ensured that only compliant endpoints were
authenticated. Furthermore, the micro-segmentation funciionohiy of the system also ensured that ori|v
exp|ici‘r|y authorized user and device pairs were permi’r’red access. In this manner, our solution prevents
lateral movement by cybercrimino|s fo gain access and exfiltrate sensitive data. Since the Secure
Shield solution ori|y provides micro—segmenied access to business traffic, all the riori—produciive traffic
originating from persono| devices never reaches the corporate network, thus, e|iminoiing corporate
network traffic congestion and providing better performomce for accessing business opp|icoiions
remo’re|y.

Using Secure Shield, the customer was able to restrict the access to opp|icoiions on|y from an
authorized user and device pairs reducing the overall attack surface and con‘rro”ing the access
outside of the organization’s perimeter. The organization also had visibi|iiy into the level of access its
emp|oyees had and were able to make necessary adjustments as per the requirements.

Secure Shield's pre-access Device Posture Check capability at the end-point ensures that only
comp|ion‘r devices are authorized o access critical opp|ico’rions. This ensures better ROI compored fo
the traditional NAC solutions that require cosi|v network re-architecture and upgrodes. Moreover, the
traditional NAC solutions work or1|y in corporate LAN environments and do not support a remote

Access use case.

With these security measures in p|oce,
the Block Armour Secure Shield
powered Remote Access solution
|’ie|ped the organization to quich
enable secure access with enhanced
security, iherebv empowering feams

of remote workers without socriﬁcing
security or produciiviiv. The solution also
enabled the organization fo provide
employees with granular, micro-
segmeri’red network access to business
opp|icoiioris. An added odvoriioge of
this solution is that the same security
Copobi|iiies are offered to the users
based on their identity and not their IP.
This ensures that in a post pandemic
Flexi-working scenario the same security
was available to users whether they
were in office or working from home.
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Block Armour also built certain custom capabilities according to the customer’s
requirements:

U A command line installation script was provided so that the Secure Shield Agent can be rolled-out
via the organization's deskfop management solution to the |c1rge user base smooTHy.

\:' DNS resolution related features were added to comp|y and deliver as per the regiono|

government comp|ionce requirements.




BENEFITS OF THE SOLUTION

The customer rapidly deployed the solution for 5000 users to allow the
emp|oyees to access the company's target opp|icoﬁons secure|y and efﬁcienﬂ\/
from home. Different device posture check po|ides were created and ossigned
to devices to ensure comp|ionce. Block Armour has enabled secure access with
minimal architectural chonges at the customer's location.

With Secure Shield, we were able to address the customer
challenges and deliver the following benefits:

@ Providing secure remote access from authorized users and devices and
e|iminoﬁng the risk of rogue individuals and systems connecting to the
corporate network.

@ Reducing the attack surface while still enob|ing access over the Internet to its
employees

@ Preventing the risk of malware infections and lateral movement from
personal devices as opposed to legacy IPSec VPN based access.

@ Inbuilt Multi-factor Authentication and Device Posture Check capability for
users connecting both inside the corporate network and from outside the
network perimeter.

@ Ensuring precise and dynqmic encrypTed channel access to critical business
opphcoﬂons of the organization compqred to the risky tunnel based
approach of legacy IPsec VPN.

@ Ease of dep|oymenf and centralized administration of access requirements.

@ Simultaneous access to Opp|icoﬂon resources hosted in mu|ﬂ|o|e data centers.
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